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Abstract: In this paper, we have discussed the generation of
large block cipher of 256 bit by using the modified feistel
structure involving basic concepts of interlacing, decomposition
and key based random permutations. In each round, we perform
decomposition before encryption and interlacing after
encryption. The key based random permutations and
substitutions used in this process are similar to the one we
already published in our previous paper. The cryptanalysis
carried out in this paper, indicates that the cipher cannot be
broken by any cryptanalytic attack due to the non linearity
induced by the interlacing, decomposition and key based

section 4. We have illustrated the cipher in sectiom® a
investigated the cryptanalytic attack on cipher in sach.
In section 6.3, we have discussed the avalanche efféchw
is followed by the conclusion in section 7 and refeeeimc
section 8.

2. Interlacing and Decomposition

Let us illustrate the process of decomposition first. ‘Bé
be the plaintext of length 256 bit. Let us divide this pkint
of 256 bit block into four small blocks of 64 bits each.

random permutations. Let C° = P be the initial plaintext. Thus we get,

B%, B, B%, B% as 64 bits blocks by placing the first 64 bits
of ‘C” in ‘B%’ and the next 64 bits of Tin ‘B%’ and so
on.

Hence,

C“=x B4, .Suchthat,i=1to4andj=1to64. k=0to
In the survey of literature of cryptography, Faist 16; Where, k = 0 indicates initial plaintext, k = m indicate

structure has a predominant role in generating the bloglpher text after Mi round andE indicates concatenation of
cipher of required size. Here, the bits of the plaintexits.

undergo a series of diffusion and confusion transformationet C° = { C%, C%, C%,......... , Cs6}. Then,
involving permutations, substitutions. The classicastéi B™ = ¥ C"+k. Where, i=1to4,j=1to64
structure involves a round function and the number @fnd k = 64*(i- 1). therefore,

rounds which provides good strength to the cipher is
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1. Introduction

sixteen. Bml = { le, C:mz, C:mg, ....... , Cn64} (21)
) ) M= { C"es, C"66, Clo67,--- v ) Cn128} (2.2)

In this paper, we have developed a block cipher of 288" = { C™ 5, C" 50, CMiayy....... , CMioz } (2.3)

bit, using 16 rounds of classical feistel structure. In thB™, = { C™ g5 C" 94 Cios,....... , Cs6 } (2.4)

process of encryption and decryption, we have used the

function ‘F’ in each round same as our conventionatdei We perform decomposition before encryption. %u,th
structure with key based random permutations angrge block of 256 hit is divided into a small block of 64 bit
substitutions published in our previous paper, see referengence encryption of these small blocks can be done in
[6].To get proper mixing of bits between two consecutivgarallel and faster. Moreover, decomposition allowsas t
rounds; to introduce the non linearity and counter attaek introduce enough confusion in a large block cipher due to

cryptanalysis, we have used the concepts of interlammty which the desired avalanche effect is maintained (G683
decomposition. Our interest is to develop a block cipher

using feistel network which cannot be broken by anMow let us illustrate the process of interlacing.
cryptanalytic attack. We perform interlacing after encryption is performed on

small blocks B, B™,, B™;, B™,.
In section 2 of this paper, we introduce the pooés | et ¢™%, c™L +1 *L, be the corresponding ciphers

2y 3y
interlacing and decomposition in feistel network folloWw®/  obtained after encryption.

the process of interlacing and decomposition demonstrategt ‘C" be the 256 hit cipher obtained after interlacing the
in figure. In section 3, we discuss the development ofeciphciphers &, ¢, ™%, d™,. Here ‘' indicates the round
and we present the algorithms for —encryptiorafter which interlacing is performed and i=m+1. In the
decryption, Let ‘C be the 256 bit cipher obtained afterprocess of interlacing, we take the first bit of*% and

interlacing the ciphers™e";, <™, <™, <™. Here ' place it as the first bit of ‘Cnext we take the first bit of

indicates the round interlacing and decomposition in
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c¢™,’ and place it as the second bit df end similarly the As we use four different blocks; BB,, Bs, B, of 64 bit each
first bit of ‘cmflg’ and ‘d™', are placed as the third andfor encryption, by using required transformations gnk,
fourth bit of C. This process is continued till all the bits ofks; and k published in our previous paper, see reference [6].

c¢™L, ™, d™L, ™, are combined into'C

Therefore The following is the process proposed for using interlacing
. and decomposition during encryption/decryption in feistel

C={ci1 &1 G Gt C2 C2 G2 Ca2r -eeeee , Gea Ces  Structure.

C3,64Ca,64 } (2.5)

) i ] ) Plaintext € of 256 bit
Thus, The process of interlacing allows us to mix the bi v

thoroughly before beginning the next round. Interlacing and
decomposition enables us in performing variable

Decompose the plaintext

permutations and substitutions on bits in each round. Round 1
The following figures explain how interlacing and
decomposition are used. = = = =

Decomposition

Interlacing

Cil....{ Goa|Cos| ... |CroCuz0| .- Ci02Crog- ... | Cosd Round 2 Secompode
I\ A A A J
% x 1 F F
B B B B Interlacing
ecompos
64 bit blocks B,B,,Bs,B4 obtained after Decomposition
F F F F
Interlacing
G e e ¢
A A A A
’ N [ 2 L AY
| Cl|....|C64| |Cl | |C64| G |.... G4 |Cl ||C64 F = = =
v r \4//
""" Interlacing
Cr1 1] G, , , : : 2| - | Ce CZ,GAI Cs,64|C4,64

Decompose

Cipher text Cof 256 bits after Interlacing.

3. Development of Cipher

Interlacing

Let us consider a block of plaintext ‘P’ consisting of 37
characters. By using the EBCDIC code, each charazar
be represented in terms of 8 bits.

Round 16
Decompose

Then the entire plaintext of 32 characters yields hisek
containing 256 bits.
Let this initial plaintext be represented & C Interlacing

. : I Cipher text (€ of 25€ bit.
Let the key ‘K’ contain 16 integers, then the 8 bit byna l pneriedt o '

representation of these integers yields us a block icomtg Encryption involving interlacing and decomposition
128 bits. Let this block be denoted as ‘k’.

Note: permutations, substitutions and key generation during

Let the first 32 bits of ‘k’ be treated ag k encryption  and reverse permutations  and
_ substitutions and key generations during decryption are
The next 32 bits of 'k’ be treated ag k discussed in our paper published earlier. See reference [6].

Similarly, we get two more keyszkand ‘k,’.



Ciphertext (le of 25€ bit

v

Decompose the ciphertext
Round 16
F F F F
Interlacing
Round 15

Decompose

Interlacing
ecompos
F F F F
F F F F
Interlacing

Round 2

Decompose

Interlacing

Decompose

Interlacing

l Plain text of 256 bit.

Decryption involving interlacing and decomposition

We generate the keys for respective rounds denoted'as kr
kr™, kr'™s, kr™s. Such that if KB is the round key, then i’
indicates the block and ‘m’ indicates the round.

The initial plaintext of 256 bits is represented 8s C
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< C" > indicates decomposition.

In the first round, encryption is done in the followivgy.
We perform the required transformations an ks, ks, and
ks to get Kby, k', ks, ki,

CY=R (B"); i=1to4 indicated"iblock.

‘F’ indicates encryption and 'kr indicates the round key
for ‘n™ round on " block and n = m+1.

After encryption in fi round, we get ciphertext as four
blocks Cl, an, Cng, Cn4.

Next we perform interlacing after encryption.
C'=>Ci< ;

Here i = 1to 4, indicates the cipher block.
n = 1 to 16. indicates the round after which interlacmg i
performed.
> C\ < , represents interlacing.
Similarly, during decryption, we proceed in the same

way as discussed above, performing reverse transfommsatio
on key. See reference [6] for reverse transformatisesl.

4. Algorithms
4. 1 Algorithm for Encryption
BEGIN

C’=P /linitialize 256 bits plaintext

for i =1 to 16
{for j =1 to 4
{
B, = < ¢' > /I Decompose
}

for j= 1 to4

¢ = R (BY) /I Encryption
}

for j =1 to 4

¢ =>¢ < /I Interlace

}

}

Decompose Einto four blocks of 64 bits each. This can bd=ND

represented as’B B%, B%, and B,.
Therefore,

B™ = < C" > where, ‘m’ indicates the round after which #- 2 Algorithm for Decryption

decomposition is performed, ‘i indicates the block

number; i =1to 4 and

BEGIN
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C' = cipher text  // initialize 256 bits cipher text

for i =16 to 1
{
for j = 1 to 4
{
B = < C> /I Decompose
}

for j= 1 to4

¢ = R (B)) /I Encryption
}
for j = 1 to 4
(I |
¢t = > ¢4 < Il Interlace
}
}
END

4. 3 Algorithm for Decomposition
BEGIN

< C* > //during" round

{
j=1
for n =1to 256

if (n <=64)
BY [n]= C'[n]
j=j+1
}
elseif ( (64>n)and ( N<=128 ) )
B [n]= C'[n]
j=j+1
}
elseif ( (128>n)and ( n<=192 ) )
BY [n]= C[n]
j=j+1
}
elseif ( (192>n)and ( n<=256 ) )

BY [n]= C'[n]
j=j+1

END
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4. 4 Algorithm for Interlacing

BEGIN
> CY <
{
forn=1to 64

C'[(j-1)*64 +n] =C%[n]

}

END

5. lllustration Of Cipher

Consider the plaintext P = { O Lord, Please save nma fro
evil }. Letthe key K ={155, 23, 59, 3, 111, 26, 91, 36,
77,148, 87, 59, 118, 2, 65, 181 }.

Now the 8 bit binary representation of plaintext P andke
is as follows.
Initial plaintext € = P.

01001111001000000100110001101111011100100110
01000010110000100000 01010000011011000110010
10110000101110011011001010010000001110011011
00001011101100110010100100000011011010110010
10010000011001100111001001101111011011010010
000001100101011101100110100101101100 (5.1)

Initial key k is

10011011000101110011101100000011011011110001
10100101101100100100010011011001010001010111
0011101101110110000000100100000110110101(5.2)

Let the plaintext be decomposed int8,,BB%, B%, B.
Then the respective 64 bit blocks after decompositioragre
follows.

01001111001000000100110001101111011100100110
01000010110000100000. (5.3)

01010000011011000110010101100001011100110110
01010010000001110011. (5.4)

01100001011101100110010100100000011011010110
01010010000001100110. (5.5)

01110010011011110110110100100000011001010111
01100110100101101100. (5.6)

Permute the bits in key ‘k’ by using the random key based
permutations published in our previous paper. See reference

[6].

Let this permuted key be divided into four equal size blocks
and used as round keys'krkr',, kr's, kr's. for blocks B,
B%, B, B’.respectively.
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We are using 128 bit key k in each round, we divide k

Now we encrypt these four blocks with their respectivanto four blocks, perform required transformations and get
round keys and with the help of round function ‘F’ ashe round sub keys %t kr',, kr's, kr'y for plaintext blocks
described in our previous paper published. See reference [Bfs, B%, B, B’ respectively.

The corresponding cipher blocks,CC',, C5, C4. obtained
after encryption in first round are as follows.

01100001011101100110010100100000011011010110
01010010000001100110. (5.7)

01110010011011110110110100100000011001010111
01100110100101101100. (5.8)

01101000011001000000000101001001010101111111
00011011111101111001 (5.9)

00100010011110001111101011001000001001111110
10011010100100100010 (5.10)

According to Brute force attack, if a round key has to be
guessed. We need an exhaustive search of key space

2%~ (29 = @1oB = 16° (6.1.1)

Since it takes many years to test each and every lesybim
within such huge key space, we say that brute forcekaac
not possible on our algorithm as we cannot afford soyma
years in searching the exact key.

6. 2 Known plaintext Attack

Next, we need to interlace these four blocks and get a In this case, we have as many plain text — cipéver

block cipher €.

pairs as we require. In our present paper, it is wortttingt
the interlacing and decomposition concepts introduced

So that, enough confusion and nonlinearity is induced byhich handle the known plaintext attack. Let us first

mixing the bits of these small block ciphers.
After applying interlacing, we get the
following block cipher as €

00001110111101000010000001011000000011111111
10010101111011000100000111011101000101011100
00011110000100111100000000110000000000100000
11101101001010001111001111110011111111110110
00011100010010100011010011110010011100100010
011100001110111100100110110010010010  (5.11)

understand how classical feistel cipher is prone to known
plaintext attack and then will discuss how our modified
feistel cipher tackles this problem.

According to classical feistel cipher netkyothe
problem is with a particular set of bits, which always
undergo into similar transformations in every successiv
round. For example, the first six bits always go intofitst
substitution box. Therefore, if we have enough plaintext
cipher text pairs, one can easily guess the values used in
substitution box ignoring the other substitution boxes.

Similarly, by using the respective round and sub,keySimilarly, one will be able to guess the key bits alEbis
we continue the process up to 16 rounds and we get fim@blem does not exist in our modified algorithm because;

following cipher.

10011111110011001000010110011010110000010111
01011000100011110111001000111110111101000101
00010001001110000001001000100110110000001001
01110100001000101100101010001111001001111100
11110111000001001010000000101001101011011000
011111000010000011000110011011101110  (5.12)

we are using four independent blocks of encryption in each
round. It is ensured that bits after a particular rountinei
enter into the same substitution boxes, will not usesdime
permutations and key. This is due to interlacing and
decomposition concepts, which allow the scatteringitsf b
into four different blocks. Thus, interlacing and
decomposition allow us to mix the bits properly and ipkel
us in introducing high nonlinearity in the algorithm.

Since the process of decryption is same as the profess. 3 Avalanche Effect

encryption, we get the plaintext by following the simila
steps as illustrated above but with reverse permuted keys.

6. Cryptanalysis

Now, let us examine the brute force attacht Hre

known plaintext attack on our cipher to assess the stren

of the cipher. First, we show that the brute fordackt is

formidable and the known plaintext attack leads to amsyst

Let the plaintext be “O Lord, Please save from
evil”. By following the process of encryption, we géet
cipher.

10011111110011001000010110011010110000010111
011000100011110111001000111110111101000101
0010001001110000001001000100110110000001001

£$1110100001000101100101010001111001001111100

of equations from which the unknown key cannot p&1110111000001001010000000101001101011011000

determined.

6.1 Brute Force Attack

011111000010000011000110011011101110  (6.3.1)
Now let the plaintext be fixed, but change the kegrie

bit. This can be done by changing the number “155" to

“156” in key ‘K’, since 155 and 156 differ by one bit. Now
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by using this new key ‘k’ we encrypt the same plaintext annto 4 equal parts of 64 bit blocks so that, cipher bits
we obtain the corresponding cipher as obtained after each round scatter into different blackbe
next round. By doing so, the cryptanalysis part becomes
001100100101010110101110011100101112111110110 more difficult as the final cipher text obtained will dede
01010011101110000101001000100010100001011101 on different substitution boxes and different transforomast
01010101111010111100000111000001010001111010
00110101011110010110101101101010010101101010 References
01010101110010001011011100111100011001000100
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